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BADBAZAAR and MOONSHINE: Spyware 

targeting Uyghur, Taiwanese and Tibetan 

groups and civil society actors 

The NCSC and partners publish new information and 

mitigation measures for those at high risk from two  spyware 

variants. 
 

Summary  

With support from the UK Cyber League , this advisory has been jointly produced by 

the National Cyber Security Centre (NCSC UK) and international partners:  

> The Australian Cyber Security Centre, part of the Australian Signals 

Directorate 

> The Canadian Centre for Cyber Security, part of the Communications 

Security Establishment 

> The German Federal Intelligence Service 

> The German Federal Office for the Protection of the Constitution 

> The New Zealand National Cyber Security Centre, part of the Government 

Communications Security Bureau 

> The United States Federal Bureau of Investigation 

> The United States National Security Agency 

Its purpose is to raise awareness about the growing threat that malicious cyber  

actors pose to individuals connected to topics including Taiwan, Tibet, Xinjiang 

Uyghur Autonomous Region, democracy movements and the Falun Gong.  

This advisory includes two case studies detailing techniques used by malicious 

cyber actors using spyware known as BADBAZAAR and MOONSHINE to target data 

on mobile devices including smartphones that could be of interest to the Chinese 

state. It also signposts to guidance to help individuals protect themselves, their 

devices and their data. 

Alongside this advisory, the NCSC has published full technical detail with separate 

guidance . 
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Who is at risk? 

The authoring agencies and industry partners have observed BADBAZAAR and 

MOONSHINE specifically targeting individuals connected to topics considered by 

the Chinese state to be a threat to their domestic authority, ambitions and glob al 

reputation. Those most at risk include, but are not limited to, anyone connected to:  

> Taiwanese independence 

> Tibetan rights 

> ÈìÚÛèå �ÀèæßÜàæ�Ôá×�âçÛØå�ØçÛáÜÖ�àÜáâåÜçÜØæ�Üá�âå�Ùåâà�¶ÛÜáÔÞæ�ËÜáÝÜÔáÚ�

Uyghur Autonomous Region 

> democracy advocacy (including Hong Kong) 

> the Falun Gong spiritual movement 

 

This includes non-governmental organisations (NGOs), journalists, businesses and 

individuals who advocate for, identify with, or otherwise represent these groups.  

The indiscriminate way this spyware is spread online also means there is a ris k that 

infections could spread beyond intended victims. 

This advisory aims to help those at risk respond effectively to the specific threa t 

from BADBAZAAR and MOONSHINE spyware. The suggested mitigations 

complement broader cyber security advice and should not be considered in 

isolation.  

By following the guidance referenced in this advisory, users can reduce th e risk of 

infection of their mobile devices and data. 
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The threat 

MOONSHINE and BADBAZAAR are examples of trojans; they have malicious 

functions hidden inside an otherwise functioning app that can be downloaded 

from app stores or online file-sharing services.  

These apps are designed to trick a user into downloading and installing the m on a 

device. Once an app is installed, it uses vulnerabilities on the device to  perform 

unauthorised functions, or it may rely on a user granting app permi ssions to 

access and download information from the device, including: 

> location data including real time tracking 

> access to microphone and camera 

> messages, photos and other files stored on the device 

> device information and more 

The actors then exploit the legitimate interests of at-risk groups, to identify  and 

infect as many victims as possible, and gain access to their data. One way they d o 

this is by designing apps they know will appeal to their victims, such as a pps which 

support their native languages, or contain content specific to locations such as 

Tibetan regions of China or Xinjiang.  

The case studies in this advisory provide some examples of this, including the 

TibetOne and Uyghur Quran apps.  

The actors are active in online forums where there is a user base of their inte nded 

victims, which maximises their chance to infect victims. They have been observed 

deliberately sharing spyware in Tibet-related Telegram channels and Reddit 

forums. The case studies in this advisory also give examples of these methods.  

Malicious apps are often shared as standalone files, such as APK files on Android,  

which users are required to download and install. The actors try to make the ir 

spyware appear more legitimate by uploading it to official app stores such  as the 

Google Play Store and the Apple App Store or by adding malicious code to 

previously benign apps, although official stores have security features and vet ting 

processes which make this tactic less successful. This makes apps from official 

stores safer, but as demonstrated in the case studies and the Á¶Æ¶Þæ�App Store 

Threat Report , these processes are not perfect.  
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Following these four tips can help protect you from the threats outlined in this advisory. For more  

detailed advice, see the mitigations section. 

¹âèå �çÜãæ�çâ�æçÔì æØÖèåØ�âá
ìâèå �æàÔåçãÛâáØ

ÅØ×èÖØ�çÛØ�åÜæÞ�Ùåâà�àÔßÜÖÜâèæ�Ôããæ�êÜçÛ�Úââ× �ÖìÕØå�ÛìÚÜØáØŸ
Õì �ÙâßßâêÜáÚ�çÛØæØ�Ùâèå�ãåÜáÖÜãßØæ­

ÆçÔì�àÔÜáæçåØÔà

ÆçÔì�Üá�çâèÖÛ

ÆçÔì�âåÚÔáÜæØ×

ÆçÔì�ÔßØåç

·âá Þç�åââç�âå�ÝÔÜßÕåØÔÞ�×ØéÜÖØæŸ
Ôá×�âáßì�èæØ�Ôããæ�Ùåâà
çåèæçØ×�æçâåØæÒ

ÅØãâåç�æèæãÜÖÜâèæ�àØææÔÚØæ
Ôá×�ÙÜßØæ

ÅØéÜØê�ÜáæçÔßßØ×�Ôããæ�Ôá×
  ãØåàÜææÜâáæ�åØÚèßÔåßì

ÆçÔì�éÜÚÜßÔáç�âá �æâÖÜÔß�àØ×ÜÔ
Ôá×�ÖÛØÖÞ�æÛÔåØ×�ÙÜßØæ�Ôá×�ßÜáÞæ
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Case studies 

These two case studies illustrate how MOONSHINE and BADBAZAAR work, and how 

malicious cyber actors are targeting those most at risk. 

Case study one: MOONSHINE 

MOONSHINE is an Android spyware reported in 2019 by Citizen Lab  as targeting 

Tibetan groups. MOONSHINE masquerades as a legitimate app to lure victims into 

installing it. It has been shared via Telegram channels and links sent via WhatsApp.  

MOONSHINE has extensive surveillance capabilities, such as: 

> location data including real time tracking 

> live audio and photo capture 

> downloading files from device 

> retrieving device information 

> playing audio on the device 

ÇÛØ� ÔããßÜÖÔçÜâá� Ý Ö)ß¯•0Ž‹ åŽ‹­)× .apk Þ, which translates as ÝAudio Quran.apk Þ, is an 

example of how MOONSHINE is used to target Uyghurs. The use of the Uyghur 

language in the file name, indicating a Quran application, was likely designed  to 

appeal to Uyghur Muslims. 

Once installed Ÿ�çÛØ�àÔßÜÖÜâèæ�ÖìÕØå�ÔÖçâåæ�ÖÔá�ÖâßßØÖç�ÜáÙâåàÔçÜâá�Ùåâà�éÜÖçÜàæÞ�

×ØéÜÖØæ¡�ÇÛÜæ�ÜáÙâåàÔçÜâá�Üæ�ÔÖÖØææØ×�éÜÔ�çÛØ�ÝÆ¶ÂÇ¶»�´·À¼Á Þ�ãÔáØß¡�
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Once logged in, the actors can access the page shown in the screenshot below. 

This page would display details of infected devices and the level of access the 

actor has to infected devices: 

 

The malware management panel, showing the data collected, would include: 

> level of access to device 

> SMS messages 

> call logs 

> location data 

> device information  

 

In collaboration with Cyber League, the NCSC has built on industry reporting from 

Trend Micro  to find overlaps between the MOONSHINE exploitation kit and login 
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panels containing 'UPSEC' in the HTML title. Full details are in the accompanying 

technical advisory . 

 

According to Intelligence Online , UPSEC is a reference to ÝSichuan Dianke Network 

Security Technology Co. Ltd Þ. The authoring agencies have not verified this 

statement. 

 

Case study two: BADBAZAAR 

BADBAZAAR is a mobile malware with iOS and Android variants that has targete d 

Uyghurs, Tibetans and Taiwanese individuals. This malware has been spread via 

social media platforms and official app stores. 

BADBAZAAR has been used to target Tibetans via the app ÝTibetOne Þ, as reported 

by Lookout  and Volexity . TibetOne  is an iOS app created by the malicious actors, 

with the capability to access device information and location data. It was 

uploaded to the Apple App Store in December 2021 but is no longer available . To 

spread the malware further, the actors also advertised the app in a Teleg ram 

ÖÛÔááØß�ÖÔßßØ×�Ýtibetanphone Þ¡ 
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ÇÜÕØçÂáØ�

Figure 1: TibetOne app page on the Apple App Store. The app has sinc e been removed. 

Figure 2: TibetOne as shared in Telegram channels.  
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To add legitimacy to the app, the actors also developed a website called  

Ýtibetone[.]org Þ, which described itself Ôæ�Ýbring[ing] rich and high-quality works to 

people who love Tibetan culture and make reading a new way of life Þ¡� 

 

Figure 3: Homepage of 'tibetone[.]org'.  

This image has been edited to make relevant sections clearer.  

This website had a page for articles which allowed users to leave comments. A 

comment left by  email address ' choekyi.wangmo@ignitetibet.net ', is believed to 

be controlled by the malicious actor and is likely to impersonate ÝChoekyi 

Wangmo Þ who the Tibetan Centre of Human Rights and Democracy  lists as a pro-

Tibet protestor. This is likely to be another attempt to give the impress ion that the 

app genuinely advocates for Tibetan independence. 
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Figure 5: Reddit post advertising malicious application by accou nt believed to be malicious actor controlled.  

Volexity also notes çÛÔç�Ô�èæØå�Þáâêá �Ôæ�ÝKimeOmar Þ�êÛâ �ÖâààØáçØ× �âá �çÛØ�

post has also been observed sharing malicious apps on another sub-Reddit 

forum. This could indicate that the malicious actors use multiple social media 

profiles to make their posts appear legitimate. 
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Assessment 

BADBAZAAR and MOONSHINE use several social engineering methods to 

specifically target Uyghur, Tibetan and Taiwanese communities, namely:  

x the trojanisation of apps of interest to these communities, such as a Uyghur 

language Quran app, is almost certainly tailored to the target victim base 

x the adding of these trojanised apps to official app stores highly likely  lends 

a sense of legitimacy, and the sharing in group chats is highly likely intended 

to exploit trusted relationships within these communities 

BADBAZAAR and MOONSHINE collect data which would almost certainly be of value 

to the Chinese state. Although BADBAZAAR and MOONSHINE have been observed  

targeting Uyghur, Tibetan and Taiwanese individuals, there are other  malwares 

that target other minority groups in China. Citizens from the co-sealing nations, in  

China and abroad, who are perceived to be supporting causes that thr eaten 

regime stability, are almost certainly under threat from mobile malware such as 

BADBAZAAR and MOONSHINE. The capability to capture location, audio and photo 

data almost certainly provides the opportunity to inform future surveillance and 

harassment operations by providing real- çÜàØ�ÜáÙâåàÔçÜâá�âá �çÛØ�çÔåÚØçÞæ activity. 
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Mitigation measures for mobile app users  

The authoring agencies encourage the following security practices to protect 

against the threats described in the case studies. These recommendations are 

underpinned by best-practice NCSC guidance. See the ÝÙèåçÛØå�åØÔ×ÜáÚÞ�section 

for links to best-practice guidance for readers in Australia and the US. 

Keep your device secure 
> Only download apps from official app stores, such as Google Þæ Play 

Store or Apple Þæ�́ ãã  Store.  Google Þæ Play Store and Apple Þæ App Store  

scan software for viruses before making it available, giving you more 

ÔææèåÔáÖØ�çÛÔç�êÛÔç�ìâè ÞåØ�×âêáßâÔ×ÜáÚ�Üæ�safe. Apps from trusted stores 

may still carry a risk, but downloads from other sources may have no 

protections at all. The NCSC has a threat report on app stores: 

https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-

v2.pdf 

 

> Keep your device and apps up to date.  Install updates to your apps and 

device software as soon as they are available. Turn on 'automatic 

updates' in your device's settings if available æâ�ìâè �×âá Þç�áØØ× to 

remember to do it.  See NCSC guidance about staying secure online, to 

protect against known viruses and other kinds of malware. Updates often 

include improvements and new features: 

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-

online/install-the-latest-software-and-app-updates 

 

> ·â �áâç �ÝÝÔÜßÕåØÔÞÞ�âå�ÝåââçÞ�ìâèå �×ØéÜÖØ; that is, modify your device in an 

attempt to bypass the security controls put in place by the manufacturer.  

As this uses unpatched vulnerabilities, this leaves the device more 

vulnerable to attacks. See NCSC guidance:  

https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-

v2.pdf  
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Manage your apps 
> Review your apps and their permissions.  If you no longer need an app, 

delete it. Where you can, restrict app permissions to minimise data 

exposure, as malware is often designed to access protected files or 

peripherals, such as cameras and microphones.  

o How to check app permissions for Apple users: 

https://support.apple.com/en-gb/guide/iphone/iph251e92810/ios 

o How to check app permissions for Android users:  

https://support.google.com/android/answer/9431959?hl=en-GB 

 

> Automatically send unknown apps to Google . If you are an Android user 

and have downloaded an app that ÜæáÞç from Google Þæ Play Store, you can 

send it çâ�ºââÚßØ�Õì �ØáÔÕßÜáÚ�Ý¼àãåâéØ�ÛÔåàÙèß�Ôãã �×ØçØÖçÜâáÞ�Üá�ºââÚßØÞæ 

ÃßÔì�ÆçâåØ�Ôãã �æØççÜáÚæ�èá×Øå�ÝÃßÔì�ÃåâçØÖçÞ¡ This will scan the app for 

malware detection helping protect users. Information on how to set this 

up: https://support.google.com/android/answer/2812853?hl=en-GB   

Utilise cyber services  
> Use URL reputation services before clicking on a link .  You can check if a 

link from an email, text message or elsewhere is safe by scanning it first 

using services such as GââÚßØÞæ�ÆÔÙØ�µåâêæÜáÚ tool or Virus Total. You can 

also upload suspicious files and apps to a malware analyser, such as 

Virus Total which can help detect if a file is malicious. Be aware that 

scanning services can produce false negatives.   

 

> Enrol in the Google Advanced Protection programme.  This is a free 

service designed to safeguard individuals who use Google services 

(Gmail, Play Store, etc) who are at risk of being targeted. This service 

provides heightened security when using Google services:  

https://landing.google.com/advancedprotection/  
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> Enrol in additional resilience services, where they are available.  For 

example, high-risk individuals in the UK may be eligible for extra defensive 

services to help with their cyber security. Check eligibility and find out 

more:  https://www.ncsc.gov.uk/collection/defending-

democracy/guidance-for-high-risk-individuals#section_7e  

Report threats  

> Identifying and reporting fake accounts . Malicious cyber actors create 

fake accounts or hack real accounts to further their aims. If you suspect 

an account is fake or compromised, report it to the platform and block it. 

Many services have a process to verify accounts, such as Ýverified badges Þ 

for Instagram and Facebook. This can help identify that an account is 

genuine.  The NCSC has guidance on using social media safely which 

includes details of how to verify and report compromised accounts: 

https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely   

 

> Phishing using scam emails, SMS and links . The NCSC can investigate 

suspicious email addresses and websites.  If you think a site, email or 

message is suspicious, you can report it: 

https://www.ncsc.gov.uk/collection/phishing-scams  
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NCSC Glossary  

> Android  

Google's mobile operating system, used by several smartphone and tablet 

manufacturers. 

> App  

An application, or app, is a software package that users can install or are p re-

installed on a device to provide extra functionality or content to their device. 

> Cyber Security  

The protection of devices, services and networks - and the information on them - 

from unauthorised access, theft or damage. 

 

> Device  

Computer-based hardware that physically exists, such as a desktop compu ter, 

smartphone or tablet. 

> iOS 

Apple's mobile operating system used on its suite of mobile devices. 

> Malware  

Derived from 'malicious software', malware is any kind of software that can 

damage computer systems, networks or devices. Includes viruses, ransomware 

and trojans. 

> Operating system  

The basic software running on computers, tablets and smartphones, require d to 

run additional applications and hardware. 

> Phishing  

Scam emails or text messages that contain links to websites which may contain 

malware, or may trick users into revealing sensitive information (such as 

passwords) or transferring money. 

> Spyware  

A type of malware that installs on a device without the user's consent, collecting  

data and then sending it to a third party. 

> Social media  
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Websites and apps, such as Facebook, X and Instagram, that allow people to share 

and respond to user-generated content (text posts, photos and video). 

> Smartphone  

Modern mobile phones that perform complex functionality including those with 

Android and iOS operating systems. 

> Trojan  

A type of malware, disguised as legitimate software, that is used to gain 

unauthorised access to a victim's device.  

> URL 

Uniform Resource Locator. An address on the world wide web such as a domain 

name (for example www.bbc.co.uk). 

> Virus  

A type of malware that is designed to infect legitimate software programs a nd 

replicates across networks when those programs are activated. 
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Further reading 

Guidance from the Australian Cyber Security Centre 

> Report a cybercrime, incident or vulnerability  

> How to secure your devices  

> Secure your mobile phone  

> Phishing  

> Scams  

> Secure your social media  

> Security tips for social media and messaging apps  

Guidance from the UK NCSC and NPSA 

> Defending Democracy  

> Social Media: how to use it safely  

> Device Security Guidance for organisations including mobile  

> Threat report on application stores.  

> Personal safety and security for high-risk individuals 

> Phishing: Spot and report scam emails, texts, websites and calls  

Guidance from the US NSA 

> Mobile Device Best Practices  

Disclaimer 

Please note that this advisory provides information that is validated at the time of 

publication. 

This report draws on information derived from authoring agency and industry 

sources. Any findings and recommendations made have not been provided with 

the intention of avoiding all risks and following the recommendations will not 

remove all such risk. Ownership of information risks remains with the relevant 

system owner at all times.  

In the UK, this information is exempt under the Freedom of Information Act 2000 

(FOIA) and may be exempt under other UK information legislation. Refer any FOIA 

queries to ncscinfoleg@ncsc.gov.uk All material is UK Crown Copyright ©  
























